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Layer 3 lite access switch for intelligent networking scenarios

Wherever a large number of network components are used, this fully managed switch
is the ideal device. Equipped with 48 Gigabit Ethernet ports, 4 SFP+ ports, and basic
layer-3 features such as static routing and DHCP server, this switch provides intelligent
management and numerous security features for large networks. Orchestrated via the
LANCOM Management Cloud and SD-LAN, the configuration is dynamic, automated,
and efficient.

Fully managed access switch with 48x Gigabit Ethernet-Ports and 4x GE SFP+
Basic layer 3 features like static routing and DHCP server

Security with configurable access control on all ports as per IEEE 802.1X
Secure remote management through TACACS+, SSH, SSL, and SNMPv3
Convenient integration into LANCOM monitoring systems

SD-LAN - for easy and fast configuration via the LANCOM Management Cloud
IPv6 and IPv4 support for modern enterprise networks

5-year warranty on all components
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High power output on 52 ports

The LANCOM GS-3152X is equipped with 48 Gigabit Ethernet ports and 4 SFP+ ports.
With a data throughput of 176 Gbps on the backplane, it offers full performance even
under load. This makes the access switch a high-performance basis for modern network
infrastructures in any industry or field of application.

Static routing for fast data exchange

The LANCOM GS-3152X supports the basic layer-3 feature static routing and thus the
shift of certain routing tasks from the router to the switch. Administrator-predefined
network routes, through one or multiple network segments, enable fast data transfer
especially in scenarios with high data volumes and relieve the router accordingly. Newly
available router capacities can then additionally be used to manage external data traffic.
As a result, the entire network efficiency is increased.

DHCP server functionality

As a DHCP server, the switch is able to independently and automatically assign IP
addresses to clients. The LANCOM GS-3152X supports this basic layer- 3 function and
thus takes over the IP management of the connected network.

Configurable access control

The LANCOM GS-3152X excludes rogue clients from gaining unauthorized access to
the network. This is ensured by secured access control on all ports as per IEEE 802.1X
(port-based, single, multi, and MAC-based).

Secure remote management

Secure communication protocols such as SSH, SSL and SNMPv3 mean that the LANCOM
GS-3152X is ideal for professional remote network management. The switch also supports
the TACACS+ protocol for authentication, authorization, and accounting. This optimized
solution promises maximum security for multi-site network management and monitoring.

SD-LAN - days become minutes

The LANCOM GS-3152X offers fast and easy network integration and automatic
configuration assignment with the LANCOM Management Cloud - without manual
configuration. In this way, even complex networking scenarios are easy to administer.
SD-LAN eliminates the need for a single device configuration for holistic network
orchestration. In addition, automatic VLAN assignment to the desired switch ports is
possible. The configurations can be coordinated with each other across locations and
network architectures, and at the same time rolled out or updated at the click of a mouse.

IPv6 and IPv4 support

Thanks to the dual-stack implementation, the LANCOM GS-3152X operates in pure IPv4,
pure IPv6, or in mixed networks. Applications such as SSL, SSH, Telnet, and TFTP can
continue to be operated on IPv6 networks. Supported IPv6 features include stateless
auto-configuration, the discovery of neighboring devices, and MLD snooping.
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Security

Secure Shell Protocol (SSH) SSH for a secure remote configuration

Secure Sockets Layer (SSL) S to encrypt HTTP connections; advanced security for browser-based configuration via web nterface

\EEES020X  IEEE 802X access contrl on all ports; RADIUS for authentication, authorization and accounting with e.g. MDS
hashing; guest VLAN; dynamic VLAN assignment

PrivateVLANedge L Layer 2 isolation between clients in the same VLA (‘protected ports'); support multiple wpinks

Potsecurty L Locking of MAC addresses to ports; miting of the number of leared MAC addresses

Poowceguad ¢ Blocking access for legal P addresses on specificports

ecessconwollists Drop orrate imitation of connections based on source and destination MAC addresses, YLAN 1D, P address
(IPv4/IPv6), protocol, port, DSCP/IP precedence, TCP/UDP source and destination ports, IEEE 802.1p priority, ICMP
packets, IGMP packets, TCP flag

RADIUS/TACACS+  Authentication, authorization and accounting of configuration changes by RADIUS or TACAGSs

SormContol MucastfBroadcast/Unicast storm suppression

lsolatedGrop  Alows certain ports to be designated as protected. Al other ports are non-isolated. Traffic between isolated group.
members is blocked. Traffic can only be sent from isolated group to non-isolated group.

Performance

Switching technology Store and forward with latency less than 4 microseconds

MACaddresses  Supportof mex3KMACaddresses

Toughput Vax. 176 Gtpsonthebackplane

Maximum packet processing 130 milion packets per second (mpps) at 64-byte packets

waw Port based and IEEE 802.14 tag based VLAN with up to 4,093 VLAN; Supports ingress and egress packetfterin
port based VLAN

Jumboframesupport  JumboframesupportwithuptoTo2d0bytes

Energy efficiency (Green Ethernet)

Energy detection Energy efficiency according to IEEE 802.3az. Automatically turns off power on Gigabit Ethernet RJ-45 port when
detecting link down or Idle of client. Active mode is resumed without loss of any packets when the switch detects
the link up

Cable length detection Adjusts the signal strength based on the cable length. Reduces the power consumption for short cable

Layer 3 features

Number of L3 inferfaces up to 128
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Layer 3 features

Static routing (IPv4/IPv6) Hardware based static routing (IPv4/IPv6) with a number of 128 possible routes

DHCP Server DHCP Server per VLAN

Layer 2 switching

Spanning Tree Protokoll (STP) / Rapid Standard Spanning Tree according to IEEE 802.1d with fast convergence support of IEEE 802.1w (RSTP); using

STP / Multiple STP Multiple Spanning Tree instances by default according to IEEE 802.1s (MSTP)

Link Aggregation Control Protocol Support of 26 groups containing up to 4 ports each according to IEEE 802.3ad

(LACP)

VLAN Support for up to 4K VLANSs simultaneously (out of 4093 VLAN Ids); matching due to port, IEEE 802.1q tagged VLANSs,
MAC adresses, IP subnet and Private VLAN Edge function ("protected ports")

IGMP multicasts IGMP v1, v2, v3 to limit bandwidth-intensive multicast traffic to ports with requesters; supports 1024 multicast
groups; source-specific multicasting

IGMP querier Support of multicast domains of snooping switches in the absence of a multicast router

\MPprowy  OMPproxytopassioMP messages troush
Movine Multcast Listener Discovery - IPv6 multicast packets are tansmitted to nterested lstenersonly
Generic VLAN registration  VLAN regisration with GVRP according to EEE 802.1q for automatic delivery of VLANS in brdged domains
DHOPRelayAgent Relay of DHCP broacast request to different LaNs
‘SupportedDHCP options SoHGPoptones

- DHCP option 67
- DHCP option 82

Interfaces
Ethernet - 48 TP ports 10/100/1000 Mbps
- 4 SFP+ ports 1/10 Gbps
- 52 concurrent Ethernet ports in total
Console port RJ45 configuration port for command line access

Management and monitoring

Management LANconfig, WEBconfig, LANCOM Management Cloud, Industry Standard CLI
Command Line Interface (CLI) Configuration and status display from the command line with console application and direct connection to console
port, via Telnet or SSH
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Management and monitoring

Monitoring LANmonitor, LANCOM Management Cloud

Remote Monitoring Integrated RMON software agent supports 4 RMON groups (history, statistics, alarms and events) for enhanced
traffic management, monitoring and analysis

Port Mirroring Traffic can be mirrored from on port to another for investigation with network analyzer or RMON probe. Up to 51
ports can be mirrored to a single mirror port. Single sessions can be selected

Security Access rights (read/write) can be set up separately, access control list
NP SNMP management via SNMPYI, v2c or v3 with suppor of traps. User-based security model for SNMPY3 (USM)
Diagross 1 Diagnosis fom the switch with PING and cable diagnosis
Fimwereupdate 5 Update via WEBconfig and browser (MTTRHTTPS)

- Update via TFTP and LANconfig
- Dual firmware image to update during operation

Secure Copy Securely import and export files

DHOPelent  Automaticassignementof the management P address by DHCP
NP Automaic time settngs with Simple Newiork Time Protocol (SNTR)
slow  Standardfor monitoring of high-speed-networks. Visualization of network use, accounting an analysation toprotect

your network against dangers

Hardware
Weight 9,05 Ibs (4,1 kg)
owerswply  Intemalpowersupplyunit(00-240V,50-60 1)
Envionment  Temperature range 0~ 40° C; short term temperature conditions 0 50°C; huridity 10 - 90%; non-condensing
owsng Robust metal housing, 19 U (442 x 44 x 300 mm > W x H ) with removable mounting brackets, network
connectors on the front
s
Powerconsumption (ma)  6SW
“Power consumption (cle) - 2w
eatpowerma) woeTOR
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Software
LCOS version based on LCOS SX 4.00
Software Lifecycle Management  Afterdiscontinuation the device is subjectto the LANCOM Software Lifecycle Management, Detals can be found
at: _www.lancom.de/lifecycle
ntibackdoorpolicy Prociucts from LANCOM are free of hidden access paths (backdoors) and other undesirabe features or ntroducing,

extracting or manipulating data. The trust seal "IT Security made in Germany" (ITSMIG) and certification by the
German Federal Office for Information Security (BSI) confirm the trustworthiness and the outstanding level of security

Declarations of conformity*

Europe/EFTA CE

NothAmerca oI
ustwalo NewZealond  AOMA
“Nete  Thefulltextof the specific Deciaration of Conformity is avalabe a the folowing Intemet address:

www.lancom-systems.com/doc

Supported IEEE standards

IEEE 802.1AB Link Layer Discovery Protocol (LLDP)
‘eesozme L wopmeD
‘EeEsozted  ainqwegne
‘EeEso2tek RP and MVRP - Multple Regisiration Protocol and Multple VLAN Regitration Protocol
‘EeEso2ta wacBridgng
EeEsozia  seewimgTee
EeEsozte  Clssofsewie
EEEso2ta VLN
‘Eeeso2ts Mulple Spanning Tree Protocol (MSTR)
‘EeEsoztw Ropid Spanming Tree Protocoll GSTPL
EeEso2ix PortBased Newiork Access Conral
EeEsozs  toBaseTEbemer
‘EeEsozsab  f000BaseTXEhemet
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Supported IEEE standards

IEEE 802.3ae 10 Gigabit Ethernet over fiber
Eeeso2sr rergy Efficent Ethemet
‘EeEso2su  to0BeseTEhemet
Eeeso2m FowConrol
‘Eeeso2s:  tooomssexEhemet

Supported RFC standards

RFC 854 Telnet Protocol Specification

oz Bl
RCIS S\WeGemerdeTps
Rciaes BidgeME
RC6S  SmpleNeworTmeProtocol(NTR)
202t Remote NetworkMonitoring MIEV2 RMONVD
Rc2283 medacemB
Rc2s00  nemetbrotocolVersont(Pve)
R swoNMe
Recze WTTP Authenticaton
Reczees ehemetlkeMB
Rec2e74  EeEeooipandEEESo2iqBrdgeME
Recoms Mypertext Transfer Protocol Secure (HTTPS)
Rec2so Remote Network Monftorng MIB (RMON)
Rrc2863  edceGroupMBusmgsMv2
Rec2033  owems
wecaots wovime
Recasa Userbased Securiy Model for SNMPVE
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Supported RFC standards

RFC 3587 IPv6 Global Unicast Address Format

wrcse2t PowerEthernet B
Rrcsess EhemetlkeMB
Rec3ess  EEs2aMAUMB
weoass iMoo
Rcame ¢ BidgeME
RFCa2s1  TheSecuweShellProtocol Architectwre SSH)
RFcazst  PVemin6AddressngAhitecwre
RFC4483  IntemetControlMessage Protocol (CMPYS)
Rcasse RADIUS Authentication ClentMB
a0 RADIUS AccountingMIB
Recsse b Mlicast Group Membership Discovery MB
weo7ss DHGPSmooping
Reossl OMPandMDSmoopng

Scope of delivery

Manual Hardware Quick Reference (DE/EN), Installation Guide (DE/EN)
cae  Sesleonfiguatoncable,ism
cae  EGpowercod
dobrackets  Twoldbmcketsforrackmountng

Support

Warranty 5 years, for details, please refer to the General Warranty Conditions at:

www.lancom-systems.com/warranty-conditions

LANcare Advanced L Service package with security updates and support entitlement* until EOL and 5 years NBD advance replacement
(* support access required, e.g. support contract or LANCOM Service Packs 24/7 or 10/5), item no. 10732
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LANCOM Management Cloud

LANCOM LMC-C-1Y LMC License LANCOM LMC-C-1Y License (1 Year), enables the management of one category C device for one year via the
LANCOM Management Cloud, item no. 50106

LANCOM LMC-C-3Y LMC License LANCOM LMC-C-3Y License (3 Years), enables the management of one category C device for three years via the
LANCOM Management Cloud, item no. 50107

LANCOM LMC-C-5Y LMC License LANCOM LMC-C-5Y License (5 Years), enables the management of one category C device for five years via the
LANCOM Management Cloud, item no. 50108

Accessories*

1000Base-SX SFP module LANCOM SFP-SX-LC1, item no. 61556
1000Base-LXSFPmodule | LANCOMSFP-LX-LCT, temno. 61557
1000Base-SXSFP BiDimodule  LANCOM SFP-BID1SSO-SC, ftemno. 60201
0GBase-SXSFPmodle | LANCOM SFP-SXLCT0, temno. 61485
10GBase-LXSFPmodule L LANCOM SFP-LX-LCTO, temno. 61497
10GBase-SXSFPEDimodule  LANCOM SFP-BDU310-LCTO, femno.60202

module
106 Direct Attach Cable 1m | LANGOM SFP-DACIO-Tm, ArtNr:6la95
106 Direct Attach Cable 3m  LANCOMSFP-DACIO-3m, ArNC:60TS
LANGOMPower Cord (UK) IEC power cord, UK plug, femno. 1650
LANGOMPower Cord (GH)  IEC power cord, CHplug, ftemno 61852
LANCOMPowerCord (US)  IECpowercord, US plug, femno. 1651
LANGOMPowerCord (AU)  IEC power cord, AUplug, femno. 61653
“Nete  Supportfor third-perty sccessories (SFP and DAC) s excluded and camnot be granmed

Item number(s)

LANCOM GS-3152X 61488

LANCOM Systems GmbH LANCOM, LANCOM _Systems, LCOS, LANcommunity and Hyper
Integration are registered trademarks. All other names or
Adenauerstr. 20/B2 descriptions used may be trademarks or registered trademarks of
their owners. This document contains statements relating to future
52146 Wuerselen | Germany products and their attributes. LANCOM Systems reserves the right

to change these without notice. No liability for technical errors

info@lancom.de and/or omissions. 04/23

www.lancom-systems.com


https://www.lancom-systems.com
https://www.lancom-systems.com

